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Modern Use Cases
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Secret-Storage Problem



Secret-Storage Problem

How do we store and protect secrets
while also supporting
a range of modern use cases?



Secret-Storage as a Service
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- Requires single (semi-)trusted third party
- Not designed for automated use cases
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Requires single (semi-)trusted third party
Not designed for automated use cases

VAULT

Lacks support for out-of-band approval
Designed for single administrative domain
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Goals
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Plugins for Multi-factor, Out-of-Band, Etc Auth
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Beyond a Single Administrative Domain

Distributed Federation Between Servers
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Why Place Trust In Single Servers?



Multi-Server Operation
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Secret Retrieval
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Fusebox:
Tutamen-backed Dropbox Client

Implementation by Taylor Andrews
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Tutamen-backed dm-crypt/LUKS FDE

Implementation by Matt Monaco
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Evaluation



Useful Across a
Range of Applications
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Questions?



Extra Slides



How can we secure
and control our data?

(even in the presence third parties)

(wWhile also supporting modern use cases)



Client-Side Encryption?
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Should we trust

a single provider?
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Incentives aligned with upholding trust
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EncFS: Custos-Backed
Encrypted File System
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