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How can we secure
and control our data?

(even in the presence third parties)

(wWhile also supporting modern use cases)
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Work
(Chapter 4)
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Consumer secret storage

Encourages use of random passwords
Simple browser integration

Requires single (semi-)trusted third party
Passwords, not general purpose secrets
Not designed for automated use cases
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Datacenter secret storage

Designed for automated use cases
Support for auditing, leasing, etc

Requires single trusted server

_acks support for out-of-band approval
Designed for single administrative domain
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+ Provide primitives for minimizing, managing,
and monitoring third party trust exposure

+ Use primitives to create security and privacy
enhancing systems For modern applications



+ Quantify and analyze third-party trust
exposure inherent in modern applications



An Issue of Trust
(Chapter 5)
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Degree of Trust

Storage (S)

Can a third party faithfully store private user data
and make it available to the user upon request?



Degree of Trust

Access (R)

Can a third party read and interpret
the private user data they store?



Degree of Trust

Manipulation (W)

Can a third party modify the
private user data to which they have access?



Degree of Trust

Meta-Analysis (M)

Can a third party gather user metadata
related to any stored private user data?



Types of Violation

Implicit (P)
Compelled (C)
Unintentional (V)

Colluding (L)



Types of Violation

Implicit (P)

Occurs when a third party violates a user’s trust
in a manner approved by the third party.



Types of Violation

Compelled (C)

Occurs when a third party is compelled
by another actor to violate a user’s trust.



Types of Violation

Unintentional (U)

Occurs when a third party
unintentionally violates a user’s trust.



Types of Violation

Colluding (L)

Occurs when multiple trusted parties collude to gain
capabilities beyond what the user intended each to have.
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+ Provide primitives for minimizing, managing,
and monitoring third party trust exposure



Secret Storage as a Service
(Chapter 6)
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Centralized Secret Storage
Flexible Access Control

Auditing and Revocation
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Secret Storage Provider
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Should we trust

a single provider?



Maybe
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Incentives aligned with upholding trust
Reputation at stake

Still a “minimally trusted” entity



Must we trust

a single provider?
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+ Use primitives to create and
enhancing systems For modern applications



SSaa$s
(Chapter 7)

: A First-Gen SSaaS Prototype
(Chapter 8)

: Next-Gen Secret Storage
(Chapter 9)
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: A First-Gen SSaaS Prototype
(Chapter 8)
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Challenges

1. Complex Access Control System
a. Implicit Attributes (IP, ToD)
b. Explicit Attributes (Passwords, Keys)

2. Lacks multi-SSP support primitives
a. Requires mapping of IDs across SSPs
b. Leaks explicit attributes



: Next-Gen Secret Storage
(Chapter 9)






Custos



Custos

VAULT



- Implicit vs Explicit Attr? - Requires Trusted Server
- No Multi-SSP Support - Lacks Out-of-Band Support

- Single Admin Domain



Tutamen Contributions

- Implicit vs Explicit Attr? - Requires Trusted Server
- No Multi-SSP Support - Lacks Out-of-Band Support

- Single Admin Domain



+ Loosely Coupled, Internet-Scale Operation

Tutamen Contributions

- Implicit vs Explicit Attr? - Requires Trusted Server
- No Multi-SSP Support - Lacks Out-of-Band Support

- Single Admin Domain



+ QOut-o

+ Loose

-Band and Automated Authentication

y Couplec

, Internet-Scale Operation

Tutamen Contributions

Custos

- Implicit vs Explicit Attr? - Requires Trusted Server
- No Multi-SSP Support
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- Single Admin Domain
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Tutamen Contributions

Custos

- Implicit vs Explicit Attr? - Requires Trusted Server
- No Multi-SSP Support

- Lacks Out-of-Band Support
- Single Admin Domain
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Permissions for Collection cf3529ebl3be:
{ read: [ Verifier a74b2e2d493d ] }

Verifier a74b2e2d493d
{ Accounts: [ Account cceb832edcdb | }
Authenticators: [ Authenticator 34e85elbb264 ]| }

Authenticator 34e85elbb264
{ Plugin: SMS Challenge/Response }
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Fusebox: -backed Dropbox Client

Implementation by Taylor Andrews
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-backed dm-crypt/LUKS FDE

Implementation by Matt Monaco
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Access to Underlying Technology

LAW & DISORDER - CIVILIZATION & DISCONTENT

Judge: Apple must help FBI unlock San
Bernardino shooter’s iPhone

Specifically, Apple must create custom firmware file so FBI can brute force passcode.

by Cyrus Farivar - Feb 16, 2016 7:26pm MST
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LAW & DISORDER - CIVILIZATION & DISCONTENT

Judge: Apple must help FBI unlock San
Bernardino shooter’s iPhane

specifally Avple mustreate st Apple case creates fervor for encryption bill in
Congress

by Cyrus Farivar - Feb 16, 2016 7:26pm MST

A = ® 2 [] Saveforlater = Reading List

Most Read

By Karoun Demirjian W W Foliow @karoun

1 ‘amsosickof the
Sanders campaign lying ¥
about me': Clinton snaps n
at Greenpeace activist

2 Hillary Clinton is starting to
get sick of Bernie Sanders

3 Theinside story of how
Alabama Gov. Robert
Bentley's sex scandal
broke wide open

4 After stumbles, Trump
seeks to avert damaging
loss in Wisconsin

5 Trump could be stripped of §
his South Carolina
delegates. The question is:
Would the GOP dare?

¥ Karlis Dambrins

FBI Director James Comey strongly hinted to lawmakers on Thursday that it's time for Congress to
begin a serious debate about encryption. (EPA/JIM LO SCALZO)




Access to Underlying Technology

LAW & DISORDER - CIVILIZATION & DISCONTENT

Judge: Apple must help FBI unlock San
Bernardino shooter’s iPhane . —
speciicall, Apple mustreate cust- Apple case creates fervor for encryption bill in

by Cyrus Farivar - Feb 16, 2016 7:26pm MST

Congress
Keys Under Doormats:

MANDATING INSECURITY BY REQUIRING GOVERNMENT ACCESS TO ALL
DATA AND COMMUNICATIONS

A = ® 2 [] Saveforlater = Reading List

By Karoun Demirjian = Harold Abelson, Ross Anderson., Steven M. Bellovin, Josh Benaloh, Matt Blaze,
Whitfield Diffie. John Gilmore, Matthew Green, Susan Landau, Peter G. Neumann,

Ronald L. Rivest, Jeffrey I. Schiller, Bruce Schneier, Michael Specter, Daniel .J. Weitzner

Abstract

Twenty years ago, law enforcement organizations lobbied to require data and
communication services to engineer their products to guarantee law enforcement
access to all data. After lengthy debate and vigorous predictions of enforcement
chamnels “going dark,” these attempts to regulate the emerging Internet were aban-
doned. In the intervening years, innovation on the Internet flourished, and law
enforcement agencies found new and more effective means of accessing vastly larger
quantities of data. Today we are again hearing calls for regulation to mandate the
provision of exceptional access mechanisms. In this report, a group of computer
scientists and security experts, many of whom participated in a 1997 study of these
same topics, has convened to explore the likely effects of imposing extraordinary
access mandates.

‘We have found that the damage that could be caused by law enforcement excep-
tional access requirements would be even greater today than it would have been 20
years ago. In the wake of the growing economic and social cost of the fundamental
insecurity of today’s Internet environment, any proposals that alter the security dy-

namics online should be approached with caution. Exceptional access would force

Internet system developers to reverse “forward secrecy” design practices that seek to

minimize the impact on user privacy when systems are breached. The complexity of

today’s Internet environment, with millions of apps and globally connected services,

FBI Director James Comey strongly hinted to lawmakers on Thursday that it's time for Congress to

begin a serious debate about encryption. (EPA/JIM LO SCALZO) means that new law enforcement requirements are likely to introduce unanticipated,
egdin 2 about encr 1. (EPA/ )

- hard to detect security flaws. Beyond these and other technical vulnerabilities, the

prospect of globally deployed exceptional access systems raises difficult problems
about how such an environment would be governed and how to ensure that such

systems would respect human rights and the rule of law.

July 7, 2015
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Network Working Group D. Waitzman
Request for Comments: 1149 BBN STC
1 April 199@

A Standard for the Transmission of IP Datagrams on Avian Carriers

Status of this Memo

This memo describes an experimental method for the encapsulation of
IP datagrams in avian carriers. This specification is primarily
useful in Metropolitan Area Networks. This is an experimental, not
recommended standard. Distribution of this memo is unlimited.

Overview and Rational

Avian carriers can provide high delay, low throughput, and low
altitude service. The connection topology is limited to a single
point-to-point path for each carrier, used with standard carriers,
but many carriers can be used without significant interference with
each other, outside of early spring. This is because of the 3D ether
space available to the carriers, in contrast to the 1D ether used by
IEEEB02.3. The carriers have an intrinsic collisien avoidance
system, which increases availability. Unlike some network
technologies, such as packet radio, communication is not limited to
line-of-sight distance. Connection oriented service is available in
some cities, usually based upon a central hub topology.

Frame Format

The IP datagram is printed, on a small scroll of paper, in
hexadecimal, with each octet separated by whitestuff and blackstuff.
The scroll of paper is wrapped around one leg of the avian carrier.
A band of duct tape is used to secure the datagram's edges. The
bandwidth is limited to the leg length. The MTU is wvariable, and
paradoxically, generally increases with increased carrier age. A
typical MTU is 256 milligrams. Some datagram padding may be needed.

Upon receipt, the duct tape is removed and the paper copy of the
datagram is optically scanned into a electronically transmittable
form.

Discussion
Multiple types of service can be provided with a prioritized pecking
order. An additional property is built-in worm detection and

eradication. Because IP only guarantees best effort delivery, loss
of a carrier can be tolerated. With time, the carriers are self-

Standardization
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How can we secure
and control our data?

(even in the presence third parties)

(While also supporting modern use cases)
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Application Implicit Compelled Unintended Colluding Score
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This is my
super secret
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