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- Requires Trusted Server
- Lacks Out-of-Band Support
- Single Admin Domain

- Implicit vs Explicit Attr?
- No Multi-SSP Support

+ Avoid a Single Trusted Entity

+ Out-of-Band and Automated Authentication

+ Loosely Coupled, Internet-Scale Operation



Tutamen Architecture





Storage Server



Storage Server Access Control Server



Application

Storage Server Access Control Server



Application

Storage Server Access Control Server

Client



M
ut

ua
l T

LS

Application

Storage Server Access Control Server

Client

To
ke

n 
Re

qu
es

t
To

ke
n 

Re
sp

on
se



M
ut

ua
l T

LS
TLS w

/ Token
Application

Storage Server Access Control Server

Client

To
ke

n 
Re

qu
es

t
To

ke
n 

Re
sp

on
se

Store Secret

Fetch Secret



M
ut

ua
l T

LS
TLS w

/ Token
Application

Storage Server Access Control Server

Client

Public
Signing

Key

To
ke

n 
Re

qu
es

t
To

ke
n 

Re
sp

on
se

Store Secret

Fetch Secret





St
o

ra
g

e 
Se

rv
er



St
o

ra
g

e 
Se

rv
er

Collection



St
o

ra
g

e 
Se

rv
er

Collection

Secret



St
o

ra
g

e 
Se

rv
er

Collection
AC Srv URL

AC Srv URL

AC Srv URL

Secret



St
o

ra
g

e 
Se

rv
er

Collection
AC Srv URL

AC Srv URL

AC Srv URL

Secret

 #
 A

C
 S

rv
 R

eq
ui

re
d





A
ccess C

o
ntro

l Server



A
ccess C

o
ntro

l Server
Account



A
ccess C

o
ntro

l Server
Account

Client



A
ccess C

o
ntro

l Server
AuthenticatorAccount

Client



A
ccess C

o
ntro

l Server
Authenticator

Verifier

Account

Client



A
ccess C

o
ntro

l Server
Authenticator

Verifier

Account ID

Account ID

Account ID

Account

Client



A
ccess C

o
ntro

l Server
Authenticator

Verifier

Account ID

Account ID

Account ID

Authenticator ID

Authenticator ID

Authenticator ID

Account

Client



A
ccess C

o
ntro

l Server
Authenticator

Verifier

Account ID

Account ID

Account ID

Authenticator ID

Authenticator ID

Authenticator ID

Permissions

Object Type

Object ID

Account

Client

Permission Name



A
ccess C

o
ntro

l Server
Authenticator

Verifier

Account ID

Account ID

Account ID

Authenticator ID

Authenticator ID

Authenticator ID

Permissions

Object Type

Object ID

Permission Name

Verifier ID

Verifier ID

Verifier ID

Account

Client



Tutamen Multi-SSP Operation



Application



Application

Secret



Application

AC Server A

AC Server B

Secret



Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server B

Secret



Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server BTo

ke
ns
Secret



Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server BTo

ke
ns



Public Signing Keys

Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server BTo

ke
ns

Secret Shards + Tokens



Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server BTo

ke
ns

Secret Shards + Tokens



Application

Storage Server A

AC Server A

Storage Server B

Storage Server C
AC Server BTo

ke
ns

Secret Shards + Tokens



Tutamen Secret Retrieval



Tutamen Secret Retrieval

w/ Out of Band Human-in-the-Loop





Permissions for Collection cf3529eb13be:
  { read: [ Verifier a74b2e2d493d ] }



Permissions for Collection cf3529eb13be:
  { read: [ Verifier a74b2e2d493d ] }

Verifier a74b2e2d493d
  { Accounts: [ Account cceb832edcdb ] }
    Authenticators: [ Authenticator 34e85e1bb264 ] }



Permissions for Collection cf3529eb13be:
  { read: [ Verifier a74b2e2d493d ] }

Verifier a74b2e2d493d
  { Accounts: [ Account cceb832edcdb ] }
    Authenticators: [ Authenticator 34e85e1bb264 ] }

Authenticator 34e85e1bb264
  { Plugin: SMS Challenge/Response }



Account ACS A ACS B

Ti
m

e

SS A SS B SS CHuman



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS CHuman



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

<“col”, ”read-sec”, uuid>

Human



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

<“col”, ”read-sec”, uuid>

Human

1b. 
Confirm
via SMS



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

<SMS challenge>

Ti
m

e

SS A SS B SS C

<“col”, ”read-sec”, uuid>

Human

1b. 
Confirm
via SMS



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

<SMS challenge>

Ti
m

e

SS A SS B SS C

<“col”, ”read-sec”, uuid>

Human

1b. 
Confirm
via SMS

<SMS reply>



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

<“col”, ”read-sec”, uuid>

<tokens>

<SMS challenge>

Human

1b. 
Confirm
via SMS

<SMS reply>



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

2. Read Secret 
from Collection

<“col”, ”read-sec”, uuid>

<tokens>

<SMS challenge>

Human

1b. 
Confirm
via SMS

<SMS reply>



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

<tokens, uuid>

2. Read Secret 
from Collection

<“col”, ”read-sec”, uuid>

<tokens>

<SMS challenge>

Human

1b. 
Confirm
via SMS

<SMS reply>



Account ACS A ACS B

1. Request 
Collection 

read-sec 
Tokens

Ti
m

e

SS A SS B SS C

<secret shards>

<tokens, uuid>

2. Read Secret 
from Collection

<“col”, ”read-sec”, uuid>

<tokens>

<SMS challenge>

Human

1b. 
Confirm
via SMS

<SMS reply>



Tutamen Applications



Fusebox: Tutamen-backed Dropbox Client

Implementation by Taylor Andrews



















Tutamen-backed dm-crypt/LUKS FDE
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Crypto Processing Applications
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Management Server
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SSH Server Key Management
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EncFS: Custos-Backed
Encrypted File System
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Asymmetric Cryptography



Encrypt

Bob’s
Private Key

Bob’s 
Public Key

Bob,

This is my 
super secret 
message.

-Alice Decrypt

Qm9iLApUa
GlzIGlzIG15I
HN1cGVyIH
NlY3JldCBtZ
XNzYWdlLgo
tQWxpY2UK

Alice

Bob

Encryption



Sign

Alice’s
Public Key

Alice’s 
Private Key

Bob,

This is a 
message 
from me.

-Alice Verify

--Begin Signed--
Bob,

This is a 
message from 
me.

-Alice
--End Signed--

e9fd192742db7
59526abb3dce
8f2b326b152f

Alice

Bob

Signing



Sign

Alice’s
Public Key

Alice’s 
Private Key

Bob,

I am Alice.

-Alice
Verify

--Begin Signed--
Bob,

I am Alice.

-Alice
--End Signed--

53e6f8b32251b
be01e5f93cd46
70ae7677efd

Alice

Bob

Authentication



Secret Sharing



f(x) = a0 + a1x + a2x2 + ... + ak-1xk-1



Diffie-Hellman
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Federated Access Control
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Revoking Access
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