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How can we control
and protect our data?



Encryption



TXkgU2VjcmV0“My Secret”

Encrypt

Decrypt



How does it help us?
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To fix key storage...



Flexibility

Centralization



Flexibility



Security Accessibility

Flexible
Encryption

Systems

Flexible Points



X

X





Centralization



Feature Provider

User Data

TrustFeatures

Unrestricted 
Access



Feature Provider

TrustFeatures

User Data



Feature Provider

TrustFeatures

Trust Provider

User Data



Feature Provider
Encrypted
User Data

TrustFeatures

Trust Provider
Encryption 

Keys



Feature Provider
Encrypted
User Data

TrustFeatures

Trust Provider
Encryption 

Keys
Controlled 

Access



Feature Provider
Encrypted
User Data

Controlled 
Access

By Proxy

TrustFeatures

Trust Provider
Encryption 

Keys
Controlled 

Access



Feature Provider

Encrypted
User Data

TrustFeatures

Trust Provider
Encryption 

Keys

Controlled 
Access

Data Host



Custos



“Secret Storage as a Service”



“Key Storage as a Service”
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Ordered List of
Authentication Attributes



[
  [ (username = ’Andy’),
    (password = ’12345’),
    (src_ip = 192.168.1.0/24) ]
]



Multiple Lists
per Permission



[
  [ (username = ’Andy’),
    (password = ’12345’),
    (src_ip = 192.168.1.0/24) ],
  [ (username = ’Andy’),
    (password = ’12345’),
    (src_ip = 75.148.118.216/29) ],
  [ (username = ’John’),
    (password = ’Swordfish’) ]
]
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user_id
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Access Example



619a06f0-50af-11e3-8f96-0800200c9a66 ACS

{
  obj_read:
    [
      [ (ip\_src = ’1.2.3.4’),
        (time\_utc = ’1300 +/- 5’) ],
      [ (user\_id = ’Dirk’),
        (psk = ’ImaHakzor’) ]
      ...
    ]
    ...
}
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Future Work



Expand Prototypes

Usability Studies

Distributed Usage

...



Conclusion



Attempt to solve the

Key Storage Problem



Provides a

Secret Storage Service



With...

Flexible Authentication

Powerful Access Control

Standardized Interface



Making Encryption...

Tolerant of Modern Uses Cases

Easier to Use

Better at Protecting Our Data 



Questions



Extra Slides



Avoiding a Trusted Third Party



Shamir’s Secret Sharing
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Example “Create” API Call



Authentication Attributes (JSON)

[
    {
        "Class": "explicit",
        "Type": "user_id",
        "Value": "YXNheWxlcgA=",
        "Echo": true
    },
    {
        "Class": "explicit",
        "Type": "psk",
        "Value": "TXlPYmplY3RDcmVhdGlvblBhc3N3b3JkA
                  A==",
        "Echo": false
    }
]



Request URL

POST https://custos.net/grp/cc4273ae-4e1e-11e3-90d4-
10bf487b3e94/obj?aa=%5B%20%7B%20%22Class%22%3A%20%
22explicit%22%2C%20%22Type%22%3A%20%22user_id%22%2C%
20%22Value%22%3A%20%22YXNheWxlcgA%3D%22%2C%20%
22Echo%22%3A%20true%20%7D%2C%20%7B%20%22Class%22%3A%
20%22explicit%22%2C%20%22Type%22%3A%20%22psk%22%2C%
20%22Value%22%3A%20%
22TXlPYmplY3RDcmVhdGlvblBhc3N3b3JkAA%3D%3D%22%2C%20%
22Echo%22%3A%20false%20%7D%20%5D



Request Body (JSON)

{
    "Keys": [
        {

        "Value": "VHdhcyBicmlsbGlnLC
                     BhbmQgdGhlIHNsaXRo
                     eSB0b3ZlczsgRGlkIG
                     d5cmUgYW5kIGdpbWJs
                     ZSBpbiB0aGUgd2FiZQ
                     A=",

        "Echo": true
    }

    ],
    ...



Request Body (JSON) - Continued
...
    "ACSs": [

    {
        "Permissions":
        {

        "obj_delete": null,
        "obj_read": [
            [

            {
                "Class": "explicit",
                "Type": "user_id",
                "Value": "YXNheWxlcgA=",
                "Echo": true
            }

            ]
           ]
              ... 



Response (JSON)
{
    "Status": "okay",
    "Keys": [
        {
            "Value":"VHdhcyBicmlsbGlnLC
                     BhbmQgdGhlIHNsaXRo
                     eSB0b3ZlczsgRGlkIG
                     d5cmUgYW5kIGdpbWJs
                     ZSBpbiB0aGUgd2FiZQ
                     A=",
            "Echo": true,
            "Revision": 0,
            "UUID": "7af8c95d-479a...",
            "Status": "accepted"
        }
    ],
...



Response (JSON) - Continued
...
    "ACSs": [
        {
            "Permissions":
            {
                "obj_delete": null,
                "obj_read": [
                    [
                        ...
                    ]
                ]
                ...
            },
            "Echo": true,
            "Status": "accepted"
        }
    ],
...



Response (JSON) - Continued

...
"Attrs": [
        {
            "Class": "explicit",
            "Type": "user_id",
            "Value": "YXNheWxlcgA=",
            "Echo": true,
            "Status": "accepted",
            "ResValue": null
        },
        ...
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